Zoning Lab Form

1. Paste the screen shot taken in the “Capture and view data transmitted in the Cell-Area zone“ part of the lab into this question:

2.  What does the value in Register 0 probably represent?

3. What does the value in Register 1 probably represent?

4. Paste the screen shot taken in the “Capture and view data transmitted in the Manufacturing zone“ part of the lab into this question:

5. Why was the network ping traffic between the Kali-Modus system and the PLC captured but the data between the PLC and other ICS systems was not?

6. If using proper zoning techniques is more secure why might companies not configure their systems using this technique?

7. If you were to capture data on the Cell-Area zone and you consistently observed the following data what might you conclude regarding the functionality of the cooling system?

